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* Running proper code and applications.
* Applying patches and updates.

* Controlled access to the data.

* Backups. Backups. Backups.

* Hardened operating system.

* Authorized network traffic.

* And more...



Configuration Hardening

* Follow the recommendations from the Center for Internet
Security; use the CIS Benchmarks for your operating system
and web server.

* Documentation is free, registration is required.

* Two levels of configuration are provided for each item
when possible.

* Not every single configuration item may be needed.

https://www.clsecurity.org/cis-benchmarks/
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Hypertext Transfer Protocol Secure; using TCP/443 by default.
Provide confidentiality (network encryption) and authenticity.
Requires a security certificate.

Use the most recent Transport Layer Security protocol version:
TLS1.2and TLS 1.3.

Web servers default configuration doesn’t always provide
a good security level.
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* Adjust your configuration using the Mozilla SSL
Configuration Generator.

https://ssl-config.mozilla.org/
* Check the results with the Qualys SSL Labs Server Test.

https://www.ssllabs.com/ssltest/index.html




SSL Configuration Generator

Server Software Mozilla Configuration Environment
] Apache 8] M}I’SQL L] Modern Server Version 2.4.41
2 AWS ALB [ Nginx Services with clients that support TLS 1.3 and don't
need backward compatibility
9] AWSELB 8] Oracle HTTP o GPEHSSL Version 1.1.1k
2 Caddy 2 Postfix ® |ntermediate
G I- ose servers with a variety of clients, .
o Doveeo: o PosEresat recomemended for almost all systems Miscellaneous
Exim ProFTFD o S o e
2 Go ) Redis O old HTTP Strict Transport Security
i Compatible with nber of very old clients, and
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2 lighttpd 2 Traefik OCSP Stapling

apache 2.4.41, intermediate config, OpenSSL 1.1.1k

Supports Firefox 27, Android 4.4.2, Chrome 31, Edge, IE 11 on Windows 7, Java 8u3l, OpenS5L 1.0.1, Opera 20, and Safarig

=VirtualHost *:BO=
RewriteEngine 0On
RewriteCond %{REQUEST_URI} !#~/% _well'-knowndacme'-challenges
RewriteRule *{.*}% https://%{HTTP_HOST}S1 [R=381,L]
=/¥irtualHost>

=¥irtualHost *:443>
S5LEngine on
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@ OUC‘IIYS_ SSL Labs Home Projects Qualys Free Trial  Contact

You are here: Home > Projects = 551 Server Test > wwawiweb-design-programming.net > 172.104 213 168

SSL Report: www.web-design-programming.net (172.104.213.168)

Assessed on: Tue, 11 Oct 2022 23:06:31 UTC | HIDDEN | Clear cache Scan Another »

Summary

Owverall Rating

Certificate

Protocol Support
I Key Exchange

Cipher Strength

a 20 A0 60 BO 100

Visgit our documentation page for more information, eonfiguration guides, and books. Known issues are documented here.

Certificate #1: RSA 4096 bits (SHA256withRSA)




Checking a Private Server

* For a server not publicly visible on the Internet,
you can use nmap to get similar results:

$ nmap -p T:443 -sV -sC www.example.net
$ nmap -p T:443 --script ssl-enum-ciphers www.example.net

https://nmap.org/



Thank you for your attention.

Time for questions and discussion.
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