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What is a “Secure” Server?
● Running proper code and applications.
● Applying patches and updates.
● Controlled access to the data.
● Backups. Backups. Backups.
● Hardened operating system.
● Authorized network traffic.
● And more...



Configuration Hardening
● Follow the recommendations from the Center for Internet 

Security; use the CIS Benchmarks for your operating system 
and web server.

● Documentation is free, registration is required.
● Two levels of configuration are provided for each item

when possible.
● Not every single configuration item may be needed.

https://www.cisecurity.org/cis-benchmarks/



Using HTTPS
● Hypertext Transfer Protocol Secure; using TCP/443 by default.
● Provide  confidentiality (network encryption) and authenticity.
● Requires a security certificate.
● Use the most recent Transport Layer Security protocol version:

TLS 1.2 and TLS 1.3.
● Web servers default configuration doesn’t always provide

a good security level.



HTTPS Configuration Tools

● Adjust your configuration using the Mozilla SSL
Configuration Generator.

https://ssl-config.mozilla.org/

● Check the results with the Qualys SSL Labs Server Test.
https://www.ssllabs.com/ssltest/index.html







Checking a Private Server
● For a server not publicly visible on the Internet,

you can use nmap to get similar results:

$ nmap -p T:443 -sV -sC www.example.net

$ nmap -p T:443 --script ssl-enum-ciphers www.example.net

https://nmap.org/



Thank you for your attention.

Time for questions and discussion.
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